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Abstract. Many human activities today depend critically on systems where sub-
stantial functionality has been realized using complex software. Therefore, appro-
priate means to achieve a sufficient degree for dependability are required, which
use the available information about the software components and the system ar-
chitecture. For the special case of service-based architectures, we identify in this
paper a set of architectural principles which can be used to improve dependability.
We then describe how the identified architectural principles have been used in a
realized service-based architecture which extends Jini. The dependable operation
of the infrastructure services of the architecture further enables to systematically
control and configure some dependability attributes of application services. We
present a qualitative and quantitative evaluation of the dependability for a con-
figuration of multiple identical services which are executed with the architecture
and show how the different parameters effect the dependability. Additionally, a
scheme for the dynamic control of the required dependability of the application
services in the case of changing failure characteristics of the environment is out-
lined. Finally, we present a first evaluation of the developed architecture and its
dynamic control of dependability.

1 Introduction

The dependability of today’s complex systems often relies on the employed comput-
ers and their software components. Availability, reliability, safety and security (cf. [1])
are the attributes of dependability that are used to describe the required system char-
acteristics. In this paper we only consider the dependability attributes availability and
reliability. They can be systematically studied at the level of components and their com-
position for a given static system architecture by deriving related dependability models
which can be quantitatively analyzed (cf. [2, 3]). However, due to the increasingly dy-
namic character of today’s computing environments such as service-based architectures
we often do not have a static system architecture.

When further considering dynamic systems where no ségpidori known system
configuration exists, the analysis and prediction of the reliability or availability using a
model of the overall configuration is difficult. We therefore propose to build dynamic
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and dependable complex systems not by relying on design-based quantitative analysis
of its static overall architecture. Instead, the observed obstacles should be addressed
by a component-wise analysis which at run-time monitors and controls the dynamic
reconfiguration of the architecture to prevent system reliability and availability to de-
crease below the required level. Such a software tries to compensate failures (originated
from defects of its hardware and software components) by means of repair and it tries
to compensate changes of the environment by adaption of its maintenance activities to
keep the system’s availability and reliability above the required level.

Our architecture consists of an infrastructure, which offers the required generic and
configurable maintenance activities, and the application specific services. We further
study how the dynamic management of redundant component instances for infrastruc-
ture components as well as application services with identical implementation can con-
tribute to improvements for the two considered dependability attributes.

For the infrastructure components we present an in-depth qualitative analysis of rel-
evant hardware failures such as node crashes or network partitioning to show that no
single-point-of-failure exists. The application services are in contrast treated as black-
boxes with dependability characteristics that may change over time. Following the cat-
egorization of [4] we only distinguish whether a service representsnéity or only
contains an activitygessioh For session services we further consider stateless and
stateful ones where for the latter the history of relevant actions executed throughout
this session builds the state.

The failures considered for application services are crash failures, which may ei-
ther result from defects of the employed hardware or result from the executed software.
While the rate of the former may change due to aging or replaced hardware, the later
may change over time due to changes in their usage characteristics or software updates.
We further make the strong simplification that both kinds of failures simply result in an
application service crash failure. As the services will then fail to fulfill their regular be-
havior expected by the infrastructure the crash can be detected externally by monitoring
the services.

A number of established architectural principles are presented in Section 2, which
permit to enhance the dependability of service-based architectures. Then, we present
in Section 3 our enhancement of the Jini architecture by a number of infrastructure
services that systematically employ the identified principles to provide a dependable
execution of application services. For a special class of services the possible design
alternatives are studied by means of the detailed design of two infrastructure services
concerning a dependable operation.

We then discuss the benefits achieved for application specific services concerning
availability in Section 4 in a qualitative evaluation. We demonstrate the systematic ap-
plication of the identified architectural principles within the enhanced architecture. Af-
terwards, we present a formal model of the architecture. This model provides analytical
results of the availability for application services based on the parameters of the ar-
chitecture and the environment. After that we sketch how to adapt parameters of the
control monitors to sustain the availability of application services w.r.t. environmental
changes.



Section 5 contains a qualitative and quantitative evaluation of the reliability pro-
vided by our architecture for different classes of application services. After that, we
describe how our architecture can adapt to environmental changes in order to sustain
a required reliability. We show the feasibility of our approach w.r.t. the sustainment of
application service dependability based on a simulation experiment in Section 6. Re-
lated work is discussed in Section 7 and we close the paper with a final conclusion and
some comments on future work.

2 Architectural Principles for Dependability

Established design principles aid in the development of dependable software systems.
In this section, a number of these design principles are described which are used in the
design of our architecture.

Software systems typically consist of several different parts. Since dependencies
between these parts exist, problems occur if one part fadsvzicebased architectures
handle the increasing complexity of today’s systems by means of online lookup and
binding of services. Services and components [5] share the use of contractually spec-
ified interfaces, which makes a black box reuse possible. Thus, a client does not need
to know the exact implementation, used fault tolerance techniques, or the service(s)
deployment, but only relies on the fulfillment of the interface. The client is working
correct as long as the promised functionality of the service is delivered and is, thus,
completely decoupled from how the work is processed.

The integral part of a service-based architecturessraice registryThe use of such
a service registry is a key factor for availability, since service instance connections are
not hard-wired and the execution location of services is not fixed. Instead, services can
spontaneously connect to recover from failures. One example of a self-healing service-
based architecture is the Jini architecture [6, 7]. It has been specially designed to support
the development of dependable distributed systems (cf. [8]). One of its features is a
lookup servicehat remains operational, even when single nodes in the network have
crashed, due to redundancy and replicated data by the usage of multicast messages.

The leasingprinciple extends the allocation of resources with time [9]. The lease
represents a period of time during which the resource is offered. Therefore, this lease
needs to be extended (renewed) if the resource remains to be offered after the timeout
of the lease. If the owner of the resource fails to renew the lease, a client can assume
that the resource is no longer available. Leasing is the principle which provides the self-
healing behavior of the Jini lookup service. Every service registration on the lookup
service is accompanied by a lease. If this lease expires, the lookup service removes the
accompanied service registration from its lookup tables. Thus, no service gets this ap-
parently failed service instance in response to a search request. If this service is restarted
or the communication system is repaired, the service can re-register on the lookup ser-
vice.

A proxyprovides a surrogate or a placeholder for another object [10]. In distributed
systems a proxy typically acts as a local placeholder for a remote object encapsulating
the forwarding of requests via network communication (e.g. as the stub in Java Remote
Method Invocation (RMI) [11]). In the Jini architecture the proxy pattern is an inte-



gral part of every service. A service is divided into a proxy and an optional backend.
The proxy instance is registered in the lookup service. If a service is to be used by a
client, the proxy instance is downloaded as mobile code to the client and executed there.
Therefore, the service can execute code on the client’s side in addition to code on the
backend.

Redundancyf service instances is a key factor to achieve a required degree of reli-
ability. A non redundant service is a single-point-of-failure. Thus, in case of a failure of
this service or a communication subsystem failure, which results in a network partition,
all dependent clients of that service cease to work. In the Jini architecture more than
one lookup service can be used. Thus, a failed lookup service does not compromise the
dependability of the complete system.

This leads us to the concept ofmart proxy[12, 13]. A smart proxy is not restricted
to forwarding but can be used much more flexible. Thus, in the context of reliability
the proxy may communicate with multiple backends at once to recover from or mask
failures. A client trying to use a service, which has failed although its lease time has not
expired, would experience a failure in a proxy-less environment. However, after being
downloaded to a client a mobile code proxy, which is stored in the lookup service and
thus fails independently from its backend, can revert to another service backend when it
detects the failure of its own backend. Hence, a smart proxy can be used to encapsulate
and hide the complexity of fault-tolerant code and therefore the use of complex concepts
becomes transparent to the user of the service. For example the service registration in
the Jini architecture is sent to all available lookup services by the proxy at once using
multicast messages. Fault tolerance source code can be integrategisimart proxy,
since the proxy is executed in the same process as the using service. Therefore, the
smart proxy cannot fail independently from the using service in case of failures. Thus,
the using service does not need to include fault tolerance measures in the collaboration
with the smart proxy.

Analogue to the redundancy of services a key point for dependability is the avail-
ability of data in a distributed system. This can be achieved by the usplidation
Replication is the process of maintaining multiple copies of the same entity at differ-
ent locations. In the Jini architecture the service registrations are replicated in multiple
lookup services.

The maintenance of these distributed copies depends on the required consistency
for the entity. There exist differertonsistencymodels (for an overview see [14]). A
consistency model provides stronger or weaker consistency in the sense that it affects
the values, a read-operation on a data item returns. There is a trade-off between consis-
tency and availability and no optimal solution can be given. The weaker the consistency
model the higher availability can be achieved. The possibility to use different consis-
tency models for different data aids in the development of a self-healing architecture as
we will show in the next section.

Control theory [15] is a fundamental concept which also permits to improve the de-
pendability of a service-based system. However, in the original domain usually a quasi-
continuous rather than a periodic event-based communication between the controller
and the controlled subsystem is assumed. For our application, we employ instead an
event-based communication. Thermanitor which periodically checks that a service



is alive and restarts a new one if not, can be understood as a simple form of controller. If
the parameters of the controller are adapted by measuring certain outputs of the system
under control we have aadaptive controller If parameter identification for a given
dependability model is used to predict the controller parameters, we even bkaife a
optimizing controller[15]. If the required system goals w.r.t. availability are known,
this approach can be employed to realize the system which optimally uses its resources
to realize these goals.

3 Design of the Architecture

In this section we will show the application of the introduced architectural principles
in our architecture. We give a short introduction of the presented architecture and the
requirements of the different infrastructure services. The more detailed design and the
implementation is available in [16].

The Jini architecture supports ubiquitous computing in ad-hoc networks and pro-
vides a dependable infrastructure for service lookup and operation. However, the basic
infrastructure only avoids to provide any element that can compromise the depend-
ability of application components. But to achieve the required dependability for any
specific service or application remains to be realized by the application developer. Our
proposed architecture in contrast permits to configure the required degree of availability
for application services at deployment-time.

A key to the improved availability of the infrastructure services is the idea to have
redundant instances of every service type running concurrently in the system to prevent
a single-point-of-failure as proposed in the last section.

The overall architecture is built on top of Jini. In addition to the Jini lookup service,
four different service types are used. In the following we will describe these different
services. Ideally on every computation node of the system one instance of each infra-
structure service is executed and will be restarted automatically during each reboot (see
Figure 1). In addition on each node of the system a Jini lookup service is executed.

On every node of the distributed system an instance ofittieservice is running.

Using this node service, new application service instances can be created (and old ones
stopped). Additionally, the node service provides information about the node itself. This
includes but is not limited to: ip-address, hostname, total memory, free memory, current
load, load average.

A service description storageontains service descriptions (like name of the ser-
vice, package-path, required and provided interfaces, deployment constraints, etc.) for
all application services which have to be executed. This information has to be read
prior to (re)starting them. Each instance of the service description storage contains one
replica of the service descriptions. A strong consistency model for these data is required
since a weaker consistency model would result in a possible loss of service descriptions
in case of failures. This in turn would cause the unavailability of the affected appli-
cation services, since no repair is possible due to the lost service descriptions. Thus,
reading the descriptions is more important than writing. Additionally, read access to
these service descriptions occurs more often than write access.
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Fig. 1. Architecture design overview

Monitors supervise that the application services contained in the service descrip-
tion storage are indeed executed and available. The availability of the services will be
checked periodically. The detection speed of service failures, and thus the mean time to
repair (MTTR), can be configured by changing this period. The monitor and the related
service instance thus form a closed control loop. To control which monitor is supervis-
ing which service, monitors need to acquire a responsibility for a service (i.e. to assure
a new instance is started, if a service instance is not available). Thus, another overlaying
control loop is used to monitor the monitors themselves. Monitors use the information
provided by the node services to choose on which node a certain service will be started.

The monitoring responsibilities are stored imanitor responsibility storageRe-
sponsibilities are accompanied by a configurable lease, which is used to detect failed
monitors (i.e. the lease times out). The responsibility lease influences the mean time
to repair of the application services, too. Each instance of the monitor responsibility
storage contains a copy of these monitor responsibilities. Inconsistencies between these
copies only result in changed responsible monitors and potentially additional started
service instances. Therefore, we trade overhead for improved reliability and weaken
the consistency requirements for these copies. Additionally, after a repaired network
partition failure merging the responsibilities in the former partitions must be possible.
The monitors whose behavior depends on these responsibilities must be able to cope
with a weaker consistency model.

After this overview about the different parts of the architecture, we further describe
in more detail the design of two infrastructure services. These services serve as exam-
ples how to achieve the required degree of reliability for services, which deal with data,
by applying the aforementioned (see Section 2) principles for dependability.



3.1 Service Description Storage

The service description storage contains the descriptions of the services which must be
available in the system. These descriptions are replicated in the system on a number
of service backends. A strong consistency model is required for this replication. Write
operations are only executed by an administrator whereas read operations are regularly
executed by the infrastructure services.

Since changes in the service descriptions occur rarely, the number of read oper-
ations on these descriptions surpasses the number of write operations. For a certain
degree of the system’s reliability, it is necessary that the read operations of the infra-
structure services succeed with a very high probability in case of failures whereas the
write operations are relatively unimportant. To exploit this bias for read operations we
have chosen to implement thesighted votingipproach [17] which provides sequential
consistency.

This approach offers the possibility to configure the reliability, based on the as-
sumed distribution of read and write operations. Each node has a number of votes to
weight its data specified by the administrator. This number of votes should match the
reliability of that node. Quorums are used to determine which nodes participate in a
read/write access based on their votes. The weighted voting approach uses a voting
where the needed read,( and write quorumsr{(,,) can be adjusted as long as read-
write quorums 4., + n,. > n) and write-write quorums2¢.,, > n) overlap to prevent
inconsistencies( : total number of votes). For our scenario we chose a higland a
low n,. to achieve a high probability for a successful read operation.

Multiple node failures can be masked as long as the required number of votes is
available to reach the required quorum. In case of a network partition, read operations
are possible in every partition containing more tharvotes. Write operations are only
possible in the rare case that during a network partition one partition contains more
thann,, votes. Since we chose a low value, the probability is high that read access is
possible in all partitions. We state the reasonable requirement that the network partition
must be repaired, before a write access by the administrator is possible.

The weighted voting approach is implemented in the service’s smart proxy. Thus,
a using service does not need to know about the specific implementation; it just calls
read and write operations on the proxy and all replication and consistency management
is done internally. JavaSpaces [18] are used as backends. JavaSpaces are a tuple-based
storage [19] implemented as Jini services. Therefore, they exhibit the aforementioned
principles like leases. Additionally, JavaSpaces can be used as participants in the Jini
implementation of the Two-Phase-Commit-Protocol [20]. The backends store the data
and an associated version number.

The smart proxy does a lookup on the lookup service gathering the required number
of available JavaSpaces for a read respective write access. Executing a write access, the
proxy simply writes the data in all gathered JavaSpaces using the Two-Phase-Commit-
Protocol and increments the version number. Executing a read access is slightly more
complex. After gathering the correct number of JavaSpaces, the smart proxy reads the
data of every JavaSpace and then internally selects the data, which has been written by
the last write access. This selection is based on the highest version number.



3.2 Monitor Responsibility Storage

Storing the monitor responsibilities is a problem similar to storing the service descrip-
tions. In contrast to that, here write and read operations are equally important. In case of
failures it is necessary that another monitor can take over the responsibility of a broken
monitor and needs to store this information in the responsibility storage.

Therefore, we can weaken the consistency requirements for the responsibility stor-
age to be able to read and write to it anytime especially in the failure case. An ap-
propriate weaker consistency modeéigentual consistend§t4]. Eventual consistency
demands that in absence of write operations the storages eventually stabilize in a glob-
ally consistent state after a certain amount of time.

Our approach to achieve eventual consistency is based on multicast messages and
a decentral majority voting on every responsibility storage in the network. Because of
the multicast messages, every message is received by every storage. Thus, in case of a
read operation, all available storages receive the read request and respond by returning
their local data as a multicast message. Therefore every storage and the requester get the
responsibilities stored in every storage. Since the number of storages is unknown in case
of failures, a timeout is used to finish waiting for responses. After that, all storages and
the requester do a decentral majority voting on the received data. In case of parity each
participant chooses the data with the highest hashcode to achieve a consistent result.
A write operation simply sends a write multicast message which is processed by all
storages, which receive the message.

Before a globally consistent state is reached there may exist local inconsistencies.
For example, during a network partition failure the local data in the storages in the
different partitions diverge because updates are only visible within one partition. After
the failure is repaired the conflicts between all partitions are resolved by the next read
operation. After the decentral majority voting the data of only one partition holds, the
others are discarded. Therefore only one monitor is responsible for a specific service
description. All other, former responsible monitors notice their responsibility loss on
their next responsibility check.

From a user point of view this complex dealing with multicast messages and the
voting is completely encapsulated within a smart proxy.

4 Ensuring availability of application services

After presenting the design of the architecture and the individual services, we show how
the architecture achieves availability for application services in case of node failures and
network partition failures. According to [21] availability is the probability that an item
will perform its required function under given conditions at a stated instant of time.
Since systems without repair have in the long run an availability of zero, we have to
repair the services if they have experienced a failure.

4.1 Qualitative evaluation

In case of a node failure different scenarios, w.r.t. failures of a responsible monitor and
monitored application services, are possible. The case that neither a responsible monitor



nor a monitored service is affected by the node failure is trivial. If a node is affected by
the failure, which does host only application services, the monitors responsible for these
application services will detect the services’ failures because the application services do
not renew their leases with the lookup service. The monitors will choose new nodes for
the application services and start new instances there. Figure 2 shows this scenario.
Note, the displayed monitor and lease periods, which influence the achievable degree
of availability.
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Fig. 2. Scenario of a node failure

In the case of failures in the responsible monitor as well as in the monitored ser-
vice, the responsibility lease of the monitor expires and another monitor takes over the
supervising responsibility. This monitor replaces the failed monitor, and starts super-
vising the currently unmonitored service which includes starting new instances when
needed. Figure 3 shows the events in a sequence diagram, in the case that a service and
its supervising monitor are executed on the same node, which experiences a failure.

During a network partition failure, communication is only possible inside the dif-
ferent partitions and no communication can cross the borders between the different
partitions. A monitor, which has been responsible for services in the complete network,
is in one part of the system during the partition. In this part the monitor recognizes the
absence of some monitored services and restarts them. In the other parts the monitor’s
responsibility times out, other monitors step in, and restart all needed service instances.
Thus, in each partition a responsible monitor and all service instances are available af-
ter a certain amount of time (cf. Figure 3). If the partitions become too small during a
network partition to execute all services, a solution might be to execute only important
services due to some specified service levels.

After reuniting the different partitions, the responsibility storages are merged by
the above described decentral majority voting to determine a new unified responsible
monitor. This new monitor takes over the responsibility for the service instances started
by the other responsible monitors in the other partitions. Additionally, it can consoli-
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Fig. 3. Timing of a monitor failure

date the number of service instances in the reunited network by asking some service
instances to shut themselves down in a graceful manner. The monitors formerly respon-
sible in the other partitions stop monitoring their started service instances after noticing
their responsibility loss.

4.2 Quantitative evaluation

In the previous section, we presented how the architecture is designed to improve the
availability of application services in case of failures of application services or architec-
ture services. In the following, we show how the availability of application services can
be analytically determined using a formal model. The behavior of the architecture and
application services depends on a number of parameters. Obviously, the values of most
of the relevant parameters change over time and therefore can only be approximated by
their expected mean values.

A first category of parameters acenfigurable parametersvhich allow to adjust
the system behavior to the required bounds:

Monitoring period p,...n: AS described in Section 3 the monitor checks periodically,
whether all of its monitored service instances are executed. Decreasing this monitor
period leads to faster recognition of service failures but higher resource consump-
tion.

Monitor responsibility lease m,,...: A lease is attached to each monitor responsibil-
ity. Decreasing this lease leads to faster recognition of monitor failures but higher
resource consumption.

Service registration leasd,,....: A lease is attached to the registration of each service
in the registration service (e.g. Jini lookup service). Decreasing this lease leads to
faster recognition of service failures but higher resource consumption.



Number of monitors mp: The number of monitors is crucial to the dependability of
the solution. Increasing the number of monitors decreases the probability, that all
monitors have failed, but increases the resource consumption.

Number of service description storages: The number of service description stor-
ages affects the availability of the service descriptions. Increasing the number of
service description storages leads to a higher probability, that the service descrip-
tions are available, but increases the resource consumption.

Number of application service instances: The number of concurrent application
service instances directly affects the availability of the application service. Increas-
ing the number of concurrent instances leads to a higher availability, but increases
the resource consumption.

Since availability is determined bY/TTF /(MTTF + MTTR) (cf. [21]), we
can reach higher availability by reducing the mean time to repair. We can configure the
MTTR by changing the lease given by the Jini lookup service, the monitoring period
and the responsibility lease. Therefore, the proposed architecture can be customized for
the required degree of availability subject to the condition that the number of working
monitors, service description storages is sufficient.

Two other parameters affect the availability of application services. These parame-
ters aresystem parametersvhich are imposed by the environment, and therefore can-
not be changed by the architecture. They have to be estimated up front and may later be
identified at run-time using our model (e.g. in a self-optimizing controller):

Mean operating Time Between Failures (MTBF)b, ... Itis affected by the under-
lying hardware and software platform.

Hardware Mean Time To Repair (MTTR) r,,.q.»: The time needed to repair a bro-
ken hardware platform on which monitors and service description storages are ex-
ecuted.

As it is apparent from the above parameter descriptions, unreflecting changes to the
parameters lead to either low availability results for the application services or extraor-
dinary resource consumption. A quantitative analysis is required to determine appro-
priate values for the configuration parameters for a required availability of application
services and to permint system parameter identification. For this purpose we use gener-
alized stochastic Petri nets.

Generalized stochastic Petri nets (GSPN) [22] can be utilized for quantitative anal-
yses of the dependability of models (cf. [23]). A steady-state analysis of the modeled
behavior gives quantitative results for the availability of a single service group managed
by the architecture. We give a short introduction to GSPNs in Appendix A.

We model the architecture and some application services in a certain example sce-
nario w.r.t. crash failures. In our example scenario, we have three instances of a certain
application service group which are executed by the architecture. Further we will use the
term service groups for one group of identical application services. We use the model
to compute the probability, that at least one application service instance of the service
group is working $0), i.e. one service instance is sufficient for performing the required
function (1-out-of-3 redundancy). The timed behavior of the model is determined by
the above described dependability parameters.



p0 = p{#working_instances > 0}. 1)

In Figure 4 the model of our example scenario is shown in form of a generalized
stochastic Petri net. All architecture parameters (times and quantities), which have been
described in the previous section, are used in this architectural model of a group of
identical application services.

The net consists of mainly three parts. The lower left part of the system models the
different states of the application service instances. An instance can be in three different
states: (1) itis working (the token is in staterking_instances), (2) it has failed (param-
eterb,,cqn) but the lease has not expired yet (token in stiked_instances), and (3) the
lease has timed out (parametgr..,,) and the token is in statailure_recognized. We
abstract from the small amount of time (compared to the other parameter values) which
is required to restart a service on another node. We added two immediate transitions
unavailable andavailable. The first fires, when no service instance is available, and thus
the system of three application service instances has failed. The second fires, when there
is at least one service available again, and thus the system has been repaired. These two
transitions are used to analyze the mean time to failure of the complete system of the
three application services.

In the lower right part of the figure the service description storages are modeled. For
our example we used five service description storages (5 tokens idspatgmentstor-
age). Three votes are required for a read quorum. If a service description storage experi-
ences a failure (parametiy,....), a stochastic transition fires and a token moves to the
statedead_deploymentstorage. After a certain amount of time (parametey,..,,) the
deployment storage is repaired and the token moves back talstédgmentstorage.

In the upper part of the model the behavior of the monitors is specified. Initially,
one monitor is supervising the application service instances (the token imstate
itor). Two other monitors are running but are not supervising any application service
instance (two tokens in stateonitor_pool). When a monitor fails (either a supervis-
ing monitor or a monitor in the pool) determined by the paramgtgr..,, the token
moves to the statdead_monitors. If the supervising monitor fails (no token mon-
itor or looking_for_dead), another available monitor starts supervising the application
services. The transitiostart_supervising models this behavior. The time value of this
transitionm,,.., models the monitor responsibility lease of our architecture.

In the middle of the figure, the restarting of failed application service instances is
modeled. The supervising monitor periodically checks whether a service application
instance has failed (token moves from sta@nitor to looking_for_dead). If there is a
token in statdailure_recognized and enough votes can be gathered from the service de-
scription storages, the immediate transitiestart fires based on the transition priority
2. If not, the transitiomo_restart fires to end the supervising period.

In GSPNs stochastic transitions are specified with a rate value. This rate value is the
inverse of the mean duration (cf. Appendix A). In Figure 4 the rate values are shown,
which are the inverse of the parameters which we described at the beginning of this
section. All transitions concerning the failure of services (application and architecture)
have the ratéd = 1/b,ean. Typical embedded pc platforms have a MTBF of over
200,000 hours [24]. Since influences from the operating system and other infrastructure
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is unknown, we pessimistically assume a MTBF of 3,333 minutes, which equals 2.3
days. Thus, we get a failure raie= 0.0003 (in failures/minute). All transitions con-
cerning hardware repair have the rate 1/r,,..,. We assume, that repairing hardware
or replacing it is done in a mean time of 180 minutes which leads+0).005555 (re-
pairs per minute). The time needed for a repair of an application service instance is
based on the values for the lease timg.(,), the monitoring periodi,cqr), and the
monitor responsibility leaser(,,..)- All these three parameters can be configured to
reach a certain availability. Since their cost in terms of network bandwidth and process-
ing power is equal and they equally influence the availability, we use the same value for
all parametersp,can = lmean = Mmean = 125 minutes. This simplifies the analysis
and in the next section the adaption of the controller. Hence, we get the xate008
(per minute).

We analyzed the GSPN model and got the result, that in the steady-state the proba-
bility of at least one working service instancepis = 0.999281, i.e. the availability of
the service group i89.9281%.

To be able to reach a required availability of the application services for differ-
ent environmental parametédrs..., we did a steady-state analysis of the mogé) (
with different values for the parameter,(..,,) and the probability of service failures
(bmean) cOMputing the probability of at least one working service. Figure 5 shows the
results of the steady-state analysis. Note, that the parameter values shown in the figure
are the reciprocal values of the means. Considering any ¢unwe can improve the
availability by reducing the parametgy, .., (reducingp....» leads to highep be-
cause 0 = 1/pmean)- We used the GreatSPN tool [22] for modeling the net and the
steady-state analysis.
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Fig. 5. Parameterized steady-state analysis of the availability

4.3 Controlling the availability

The steady-state analysis computes the availability achievable by the architecture
w.r.t. different estimated values for the architecture paramsgter,, and the hardware
mean time to failuré,,....,. For the initial deployment we use a reasondhble,,, and



the according,,..... to achieve the requireeD, which we computed during the steady-
state analysis. Our estimated value#gt.,,, may be wrong. Therefore, if the estimated
value for the service failuré,,.., proves incorrect after deploying the system and
executing it, we may adjust the monitoring peripg..,, based on the values of the
steady-state analysis to reach the same required availaiildgspite the incorrect es-
timatedb,...... Additionally, the rate of the service failure may change over the course
of time. The architecture parameter will be changed accordingly to sustain the required
availability.

However, we can only perform a steady-state analysis for a distinct number of pa-
rameter values. The parameter values, gathered during the execution of the system, will
not be equal to the values computed by the steady-state analysis. Thus, we need to be
able to compute a monitoring period for a service failure rate which we did not con-
sider during the steady-state analysis. We assume that the steady-state results are con-
tinuous w.r.t. the parameter valugsgndb). Therefore, we may approximate a graph
p0 = f(p,b) by using a cubic bi-spline function.

The approximation by the cubic bi-spline function results in a set of polynomial
functions. For each patch based on the initial discrete values, one polynomial function
is used to compute the p0 value. Figure 6 shows a scaled plot of the set of functions.
The figure shows which availability (shown on the z-axis) is the result of the failure
rateb and the architecture parametenncreasing the architecture parametgwhich
increases the repair rate of the architecture, increases the availability a given
failure rateb. Vice versa, in case of a higher failure rétewe can increase the repair
ratep to reach a required availabiliy0.

PO(p, 0.1%b)

b

Fig. 6. Interpolated function of the distinct values provided by the steady-state analysis.

Based on this function, we can change the architecture parameter to achieve a re-
quired degree of availability in response to the measured changes of the service failure
rate. Thus, we are controlling the availability of the system by reading inputs (ser-
vice availability) and changing outputs (architecture parameter) to reach a certain goal,
i.e. we are applying control theory to software systems as proposed in [25]. Our ap-



proach for adjusting the parameteis a special feedback adaptive controller named
model identification adaptive controll§MIAC). Following [15], it is also named a
self-optimizing controller

As depicted in Figure 7, the basic control loop in the system is built by the service
group and the monitor. The service group represents the controlled process. It can be
influenced by the monitor by restarting crashed services. The feedback from the process
to the monitor is only implicitly present in the architecture. The monitor periodically
checks via the lookup service if a specific service has not crashed.

The availability of the application service group is influenced by the service failure
rateb. The measured availability of the application servigess fed into the parameter
identification unit. Using the pre-computed approximatiorp@fp, b) the related ser-
vice failure rateb can be determined and propagated to the parameter adaptation unit.
There, the approximation @f)(p, b) is again used to determine the paramegtrreach
the assigned availability gogD.

self—optimizin,
contro?ler : POPD) | parameter b Parameter | _PO(P:D)
Adaptation p Identification
P measured p0
control loop -
Monitors restart? | - Application

alive? (via lookup)

Fig. 7. Self-optimizing availability controller

5 Ensuring reliability of application services

As outlined in the preceding section, the presented infrastructure of the architecture can
ensure a required degree of availability for a group of application services by restarting
failed ones. Due to failures, application services are failing over time and are restarted
on other nodes in the network by the architecture.

Reliability is known as the probability that an item will perform its required func-
tion under given conditions for a stated time interval [21]. Thus, we can also aim at
raising the reliability of the application system by employing redundancy. As long as
the failure rate of the services does not exceed a certain level, which would make it
impossible to synchronize the redundant service instances, we can use the available
redundant services to fulfill the incoming service requests.



5.1 Qualitative evaluation

For each class of application services we have to reflect the specific condition when the
service will fail.

For stateless session services it is irrelevant which service instance is used for a
given action, since the actions are independent of each other. If a service instance fails,
simply another instance can be used. It is not needed to keep the service instance con-
sistent with each other, since there is no state which needs to be shared between the
individual service instances.

If a stateful session service instance fails in the middle of a session, just using an-
other service instance from thereon does not work. Essentially, the last state of the failed
service instance must be recreated on the newly used service instance. Thus, the history
(relevant actions) until the point of failure needs to be replayed. As a smart proxy will
only crash together with the client employing it, we can rely on this principle to ensure
that the client is able to replay the history on its own as long as at least one application
service instance is available.

For obtaining reliable entity services, itis necessary to replicate the entity and to dis-
tribute the replicas among a number of service instances to be able to tolerate failures.
Additionally, the consistency of the entity according to a suitable consistency model
must be assured. The required consistency model is application-specific and for every
degraded service level a different number of active application service instances might
be required. For standard consistency models like sequential consistency, application
independent replication algorithms may be used, which provide the required consis-
tency model. For example, in our architecture we have data with two very different
requirements (service descriptions and monitor responsibilities) which can be provided
by appropriate consistency models (see Section 3.1). For the service descriptions we
have two different service levels. Either we have the full service including read and
write access or the degraded service read access only.

The implementation of the above mentioned concepts leads to a system where relia-
bility can be configured to some extend. But the maintainabitifthe resulting system
deteriorates due to the increased application of fault tolerance techniques throughout the
system’s source code. To overcome the situation that each client of a service must in-
clude the appropriate fault tolerance code, we apply in our architecture the smart proxy
pattern (see Figure 8).
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Fig. 8. A smart proxy hides the employed fault tolerance scheme

! “the ease with which a software system or component can be modified to correct faults, im-
prove performance, or other attributes, or adapt to a changed environment” [26]



5.2 Quantitative evaluation

For an appropriate model of the reliability of a specific group of application services the
same general dependability characteristics as employed in the GSPN model of Figure 4
have to be considered.

For a specific group of redundant service components we can model the expected
reliability using a GSPN model such as in Figure 4 where additionally the failure rate
of the service failure condition for the whole group is analyzed. Note, that this condition
is not the failure rate of the single service instances but a condition on the whole set of
service instances which is specific for the class of service and the employed redundancy
scheme.

Using a steady-state analysis of the model we can then derive the failure rate. Due to
the steady-state result we can assume that the measured mean transition throughput of
a set of transitions detecting the failing of the service actually corresponds to a constant
failure rate\ which describes the rate at which the whole group of services is failing to
provide the required service.

At first we can ensure a required minimal mean time to failure. Using the formula
MTTF = 1/ for a system with constant failure rated TTF = f0°° R(t)) we can
derive the required upper bound< 1/MTTF on the failure rate. The value ofis
dependent on the configurable architecture paramet&hus, by changing we can
indirectly influence the mean time to failure.

Secondly, to ensure the required minimal reliabilitor a given time interval of
lengthi such thatR(l) > r holds, we can use the formuld(t) = e~** for the case of a
constant failure rate to derive an upper bound for the failure rate with — In(r) /1.

In the same manner as the availability vapgecan be computed using the GSPN
model, we can thus use the steady-state analysis results of an appropriately extended
GSPN model to derive the required results for the service failure rate of the group of
services.

For stateless session services any service instance is sufficient. To derive the fail-
ure rate for this simple case we have thus added to the GSPN model in Figure 4
an additional plac&navailable and transitionsvailable andunavailable which model
the event that none of the service instances is available. For the example configura-
tion presented in Figure 4 the throughput of the transitinavailable determined by
the steady-state analysis (5000005, i.e. the MTT Fg for the complete system is
1/0.000005 = 200,000 minutes, which is 138.8 days. The resulting reliability over
a month is thug —0:000005+43,200 — ( 805735,

For a stateful session service with a smart proxy which records the relevant history,
the same extension of the GSPN model as used for the stateless case can be employed
for analysis. The reliability for an entity service group, where a simple majority voting
of the service instances is employed such that at least two of all three service instances
have to be up, can be analyzed by extending the GSPN model of Figure 4 as follows:
Two transitionsunavailablel andunavailableO for the case of only one or zero available
services and their combined transition rate has to be used to model the failure of service
provisioning. Transitioravailable has to be replaced by two transitiamailable2 and
available3 which fire when two or three of the service instances are available. It is to



be noted that a different employed redundancy scheme would also result in a different
required extension of the GSPN model.

5.3 Controlling the reliability

Like in Figure 7, we can exploit an approximation of the parameterized GSPN model to
realize a self-optimizing controller on top of the basic control loop build by the service
group and the monitor. The required changes to the infrastructure parameters are derived
from the parameterized model for multiple identical services at run-time by measuring
the failure rate-0 of the service group.

The reliability of the application service group is influenced by the crash failure rate
b. Equivalent to the controller loop used for ensuring the availahilitythe measured
failure rate of the whole application service grotfpis used in an additional parameter
identification unit where the pre-computed approximation0gp, b) is used to estimate
the single service failure rate In the parameter adaptation unit this estimation and the
r0(p, b) is then used to compute the parametéo reach the assigned reliability goal
r0.

In Section 4.3 we presented a controller for the availability of the application ser-
vice group, which controls the availability for not falling below a certain required level.
If we employ both controllers, we may get different values for the architecture param-
eterp. In this situation we simply choose the higher value. Consider a situation where
the controllers compute two valugs andp, to ensure a required level of reliability
respective availability. Ib,. > p, holds,p = p,. is used for controlling availabilitand
reliability. Since a higher value fgrthanp, is used for controlling the availability, the
availability of the application service group will be higher than required.

6 Evaluation

We presented in the last sections an approach to control the availability and reliability
of application services executed by the architecture in the case of changes to the crash
failure rate due to external influences. In this section, we present results of a number
of simulation experiments, which show that (1) our GSPN model is a correct abstrac-
tion of the simulation and (2) the controlling approach presented can indeed ensure the
requested availability and reliability in case of changes to the crash failure rate.

For the simulation experiments, the scenario of the GSPN model of Section 4.2 is
used: a service group of 3 application service instances is executed by the architecture, 1
running application service instance is sufficient for working (1-out-of-3 redundancy),

3 monitors are used to supervise the service group, 5 deployment storages contain the
service group deployment information of which 3 must be working (3-out-of-5 redun-
dancy).

The simulation is event driven, i.e. for each event a distinct trigger time is computed
when this event will happen. This trigger time computation is either based on a neg-
ative exponential distribution or based on deterministic periods. Events are (1) crash
failures, (2) repair of infrastructure services, (3) lease expirations of application service
instances, (4) monitor checks, and (5) monitor responsibility checks. The simulation



sequentially processes the events in the order of the trigger time. During processing an
event, new events are created, e.g. processing a lease expiration event creates a monitor
check event. The simulation skips all time steps between events, since no change to the
system is expected to occur between events.

In the course of the evaluation, 75 simulation runs have been conducted each run-
ning for 100,000 events. Due to the stochastic distributed event trigger times, the simu-
lated total time of each simulation run varies. The mean simulation time for a simulation
runis 12,551,511 minutes, which roughly equals 24 years.

The availability values gathered during the simulation experiments and computed
in the GSPN analysis are very similar. In addition the results of the simulation run
are slightly better than the analysis results of the more abstract GSPN model in the
majority of the simulation runs. Table 1 shows the results for an architecture parameter
p = 0.0092 and the different values for the crash failure rafer different simulation
runs.

Table 1. Availability results of simulation and GSPN analysis fot= 0.0092 and different

| [ 0.0001] 0.0003] 0.0005] 0.0007] 0.0009] 0.0011]

GSPN 0.999980| 0.999516| 0.997921| 0.994637| 0.989166| 0.98102
Simulation | 0.999985| 0.999710| 0.997589| 0.994958| 0.989306| 0.97026

Concerning reliability, Figure 9 shows the reliability curve for different time inter-
vals ¢t gathered during the simulation experiment. During a simulation run, the time
intervalsx; in which the application group performs its required function are stored in
the setM. The setV; = {x;|x; > t} contains all time intervals; which are longer than
the time intervat. The points depicted in the figure are compute®&s = |N;|/|M]|,

i.e. the fraction between the number of time intervals bigger tteand the total number

of time intervals. Hence, these individual poirt$t) depict the experimental results

for the probability that the application group performs its required function for at least
the time intervalt. In addition the mean time to failure of the simulation experiment
and the MTTF computed by the GSPN analysis are included to show, that concerning
reliability our GSPN model is a good abstraction of the simulation.

In Sections 4.3 and 5.3, we presented the idea to use the values computed by the
GSPN analysis to control availability and reliability in case of changes to the crash fail-
ure rateb. To support this claim, we conducted simulation runs, where we externally
change the crash failure rabeduring the simulation run. Figure 10 shows the plot of
one simulation run. The average availability of the system over a time frame of 1,000
minutes is displayed as a line. The reconfigurations done by the controller are displayed
as small crosses. In this run, we started with the crash failuré rat@.0003. Note, that
we externally induced an increase of the crash failuretratietime 1,114,365 (visual-
ized by the arrow) td = 0.0009. The controller is set to reconfigure the architecture
parametep, when the availability falls below a required level of 0.99. It is apparent
from the figure, that after the externally induced increase of the crash failure rate, the
availability falls below the required level of 0.99. Thereafter the controller reacts by
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increasingp, and the availability rises again above 0.99. Due to the random distributed
crash failures in the simulation, there have been three additional points in time, where
the availability falls below 0.99 and the controller reacts again by increasing the archi-
tecture parameter.

In this section, we have shown by the extensively conducted simulation runs, that
(1) our GSPN model is a good abstraction w.r.t. the simulation and based on that (2) our
controller can indeed ensure the availability of the application service group in spite of
external increases of the crash failure rate.

7 Related Work

In the Jini-context the problem of availability is somewhat addressed by the RMI-
Daemon [11]. This daemon supports the on demand creation of remote objects. Ad-
ditionally if the node fails, after a reboot and a restart of the daemon all remote objects
are recreated. Nevertheless this daemon only restarts the remote objects on the same
node. Therefore, this is not a solution if a node fails permanently or if the remote ob-
jects should be available during the repair of the node.

The RIO-Project [27] uses a somewhat similar approach compared to ours. One sin-
gle monitor is loaded with the service descriptions and ensures the availability of the
contained services in the system. The fact that the service descriptions are only avail-
able inside of the monitor makes the monitor a single-point-of-failure in the system. If
the monitor process fails, the service descriptions are lost since they are not replicated.
No other monitor can use those service descriptions and replace the existing monitor
without manual intervention. Thus the reliability of the RIO approach depends heavily
on the reliability of one monitor instance. Additionally during a network partition fail-
ure the approach does not work since the monitor instance cannot be in more than one
partition of the network. Hence this approach is not applicable for dependable systems.

The Master-Slave pattern [28] can be applied when services are replicated and a
result must be selected which is returned to the client. This is similar to our smart
proxy approach. In our approach the slaves are the different service instances and the
smart proxy is the master. The Master-Slave pattern is aimed at stateless session services
whereas our approach can also be used for the consistent management of entity services.

The Willow-Architecture by Knight et al. [29] provides survivability for critical
distributed systems. As a response to faults reconfiguration is used to ensure the surviv-
ability of the system. The response to failures is based on a monitor/analyze/respond-
control loop which is similar to our behavior of the monitor.

The SAFEGUARD project [30] aims at a scalable multi-agent environment for
maintaining an acceptable level of system’s operability. Anomaly Detection Agents ini-
tiate countermeasures in response to bad events in order to maintain the acceptable
operability level. Those agents empl@arningalgorithms (case based reasoning, neu-
ral networks, etc.) to detect previously unknown bad events. Voting schemes are used to
decrease the probability that false positives are detected or anomalies are not detected.
In the SAFEGUARD project the quite ambitious effort is proposed to employ artificial
intelligence approaches for fault detection. In contrast we use self-optimizing behavior
to recover from known faults.



Kon et al. present in [31] the distributed middleware 2K which is built on top of
standard operating systems and CORBA [32]. The 2K middleware provides means for
dynamic instantiation of components including management of dependencies. To react
to changes in the environment, 2K uses mobile reconfiguration agents which contain re-
configuration commands and/or new implementations for system and application com-
mands. The resource management component of 2K uses also lease times as means for
the detection of resource unavailability [33]. While fault tolerance is addressed for the
2k middleware components, for application components fault tolerance and reliability
is left to the developer.

Gustavsson and Andler describe in [34] a distributed real-time database which uses
eventual consistency. Similar to our approach they use this consistency model to im-
prove the availability and efficiency and to avoid blocking for unpredictable periods of
time.

The general approach to analyze the reliability in the presence of maintenance ac-
tivities such as the restart of services by the monitors with models is restricted to fixed
structure and derives one large GSPN (cf. [23]). In the presented approach in contrast
dynamic structures are supported and GSPNSs are only build off-line for each service
group to determine the general characteristics. This model is then used at run-time to
adapt the parameters of the monitors to sustain the required availability. The required
availability is itself adapted taking the service dependencies into account.

8 Conclusions and Future Work

For the presented architecture implemented on top of Jini, we have shown that the in-
frastructure services itself build a dependable system. This includes that in contrast to
related proposals no single-point-of-failure for node crashes or network partition fail-
ures is possible. For different kinds of application services we presented appropriate
concepts to also realize a higher reliability. The required additional efforts for availabil-
ity and reliability are systematically hidden to the service clients using the smart proxy
concept of Jini.

As the number of parallel running service instances and lease times for registry and
monitoring can be freely configured, the architecture permits to adjust the deployment
and maintenance scenario for a given application service such that the required avail-
ability and reliability can be achieved by determining the parameters using the presented
quantitative dependability models.

Additionally, we used the results of the formal analysis to react to run-time mea-
surements of dependability characteristics. Thus, we adjust the system parameters such
as monitor supervision periods accordingly to control the required degree of availability
or reliability. We supported our approach by extensive simulation experiments.

In accordance with [35], which definsslf-adaptive softwaras software that mod-
ifies its own behavior in response to changes in its operating environment, we thus
classify our architecture aself-healing softwareOur scheme to employ a model of
the system under control to predict the controller parameters is in the control theory
community named &elf-optimizing controllef{15]. Therefore, our architecture is a
self-optimizingsystem for service-based software that at run-time does not only ensure



self-healing behavior, but also optimizes the system w.r.t. the known required depend-
ability and operation costs.

In addition to the implementation of the presented dependable architecture and its
run-time system, tool support by means of UML component and deployment diagrams
has been realized [36, 16]. This includes code generation for the services, generation
of XML deployment descriptions, and the visualization of the current configuration by
means of UML deployment diagrams.

As future work, we want to employ classical approaches for learning to improve
our results. E.g., instead of the approximatja{p, b) or r0(p, b) derived from the
GSPN model, the measured relation between the parameters can be accumulated during
operation. These selected field data may permit to find more cost effective solutions
which still provide the required degree of dependability. When the predictive accuracy
of this approach is detected to be not sufficient any more, the system may switch back
to the model-based approach outlined in this paper to ensure the required availability
in the long run. We plan to conduct real-life tests, to show whether the results of the
simulation runs are repeatable under real-life conditions.
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A An Introduction to Generalized Stochastic Petri Nets

In this section, we give a small, simplified, and informal introduction to general-
ized stochastic Petri nets (GSPN). We assume that the reader is familiar with s/t-nets
(cf. [37]). For further information and a formal introduction for GSPNs see [22].

A GSPN consists of states and transitions. Two ideas merely have been added com-
pared with s/t-nets: (1) the introduction of timed transitions, (2) the association of a
random, exponentially distributed firing delay with timed transitions.

TI
S0 Tl sl S0 sl

(a) Immediate (b) Stochastic
Fig. 11. Different transition types

The first idea leads to the distinction between immediate transitions which imme-
diately fire, if they are enabled, and timed transitions. If a timed transition becomes
enabled, it gets a timer which decreases constantly until it reaches zero. Then, the
transition fires. The second idea leads to the association of a random, exponentially
distributed firing delay with timed transitions. For mathematical reasons negative ex-
ponential probability density functions (pdf) are adopted. Figure 11 shows the different
types of transitions in a GSPN, which are used throughout this paper.

A stochastic transition is specified using a rate. This rate is the inverse of the mean
of the negative exponential pdf. For example, if you want to model an activity with



an average duration af = 10 time units, the respective timed transition has a rate
A=1=01.
t
Priorities and weights are used to specify how conflicts between two immediate
transitions are resolved. Using priorities the transition fires, which has the higher prior-
ity. Weights are used to specify the probability of the conflicting transitions. For exam-
ple, if two immediate transitions with the weighis = 1 andw, = 4 are in conflict

to each other, the probability that transition one firep;is= wll_”ﬁwz = 0.2 and the
probability that transition two fires jg; = =2~ = 0.8.

If an immediate and a timed transition are in conflict with each other, always the
immediate transition fires. The resolution of two conflicting timed transitions is based
on the facts that (1) the two timers of the transitions are sampled from the negative
exponential pdf and (2) the probability of two timers expiring at the same instant is
zero.

Generalized stochastic Petri nets can be mapped to continuous-time Markov chains
for steady-state analysis. The GreatSPN tool [22] has been used in the paper for this
analysis. It is available frorwww.di.unito.it/"greatspn/index.html on
request.



